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Introduction
Amazon is the leading e-commerce company, and in the National Retail Federation Foundation Awards, it was ranked among the top ten retailers for two consecutive years, that is in 2010 and 2011. According to the company observers, the recognition was due to Amazon’s ability to provide the best quality of services to its clients through the use of its big data resources. The company focused on the full utilization of data to improve its performance. The data was obtained from databases of the customers shopping using their portals. Amazon also employs big data to improve their relationship with their clients by making good product recommendations to them. Past shopping history also helps them give product suggestions to new customers.  Amazon also uses big data to develop customer profiles as well as create special marketing messages about their products and services according to the individual customer’s needs and preferences. The customer profiles, as well as the customer's purchase or browsing history, are easy to access by the company's executives to provide quick solutions to customer complaints. The big data was also used by Amazon to improve customer care quality. The big data is also used to improve on innovation that checks for fraud at the company level. All these said there are some negative issues that still affect the company and their clients, both the sellers and the buyers. In this paper I will discuss what I will change in the data collected and the algorithm once I hack into their database and the implications of my hack in general.
What Amazon Data Was Set Out to Do and How It Is Currently Done
First, Amazon's preference saves what individual views and searches, so that they can be able to recommend related or similar products to the individual, to increase their sales volume. For example, if one looked for a camera lens and left the page when the individual logs in again, he will be shown more related camera lens images. When the individual comes back later in the future, they can always see what they searched for in the past. It will show many related camera lenses similar to the ones viewed before. Amazon also collects what an individual had purchased to recommend to people who had searched similar keywords as the individual.
Interestingly, Amazon also gives its customers their opinion of a product according to how customers have been buying the product and their reviews or ratings (1-5 stars, good or bad). They also record how many days people take to give a review after purchase and reflects how people "genuinely" feel about the product because it "shows how a specific group of customers rated this product. Customers are assigned based on several factors, including but not limited to past purchases, shipping addresses, and Amazon program memberships. Amazon only displays aggregate ratings and never reveals which customers are in a specific group." (Amazon).
The Amazon preference algorithm is based on the things that are related to the items one has viewed before. It shows things that one might find interesting. For instance, Amazon will automatically record all the objects one have put on the watch list. On the main page, they will display recommended similar products that other people viewed. This is a benefit to both the customer and Amazon. For a customer, they can easily find what they might be interested in, and for Amazon, they can use this to increase their sales volume.  Products are displayed through display, search, and classification. Finally, Amazon notifies the individual if the object that they viewed before has a discount in the future. Then, it will also recommend similar items that other customers liked, according to what they viewed.
  	Unlike other websites, Amazon pays more attention to the recommendations made by customers, rather than constantly advertise outside the website. Not only that, but Amazon also pays great attention to the details of the product, the display of the picture, and the specific size, instead of focusing on customer service and consulting. The reason for that is Amazon's main focus are sales, and sales only regardless of which company or brand the product comes from. Also, Amazon pays particular attention to customer feedback and evaluation of the product. They are more inclined to listen to the public's ideas rather than provide arbitrary products recommendations. Amazon does regulate some critical policies. The most advantageous aspect of this rule is that through these standardized policies, as a seller, it does not take a lot of time and effort to manage all aspects of selling products.                  
The data does not take into account personal factors when it comes to both products and its reviews. In the case of reviews, it does not consider the issue of review bombing, unsubstantiated reviews, or worse case, "sponsored" reviews composed by the company to boost product favorability. One instance could be an individual who has a personal issue with a company may intentionally put a one-star rating and a petty response--that is necessarily reflective of a product's effectiveness or usefulness.  Conversely, someone could provide a five-star review yet write a very unsubstantiated review that does not accurately nor effectively describe the feasibility of the product. In essence, the algorithm should find a way to filter the unsubstantiated/review bombs by sorting reviews by a "minimum word count" so potential customers can see the most substantiated and accurate reviews. Lastly, companies may post "Fake" reviews that make their product seem more favorable than it is--which artificially inflates reviews, misleading customers. The data ought to sort and filter genuine, substantial reviews
There are some odd recommendations for related products and recommendations. For instance, FIFA 19 is a sports game for the Xbox One, yet in the “Customers also shopped for section” the algorithm provides anything but Xbox One games, such as a board game, and playing cards which are entirely unrelated to FIFA and does not accurately reflect what the customer would like if they bought FIFA. In other words, the data is being broad, as it does not take into consideration the preference of the customer. The customer who bought FIFA could strictly be an Xbox One gamer or plays on similar platforms, while other customers are not. With that being said, the data puts Xbox One games and board games, as one general category of "games." Sometimes, the data will show the same game, but different versions (also region) which show its inconsistency in being reliable and genuinely aware of the user preferences.
Additionally, the "sponsored product related to this item" section is a bit faulty as well. The commonality is that what is shown are all games on the Xbox One; however, they're not related to FIFA. There is a possibility that one may enjoy FIFA, NBA 2k, and Madden--if they're sports fans, but what if they are not? The data assumes that a FIFA fan is a fan of all other sports games. Also, action games are not related to sports games, so it supports the fact that the data assumes that just because the customer so happens to like or have viewed an "Xbox One game." On a less relevant note, this shameless promotion for the publishers of these games and therefore do not necessarily reflect the customer's interests in games. 
One may get confused and relate the Amazon SEO to the Google search engine, although they may be similar, they are entirely different mainly because Amazon is a buying platform which makes it more diverse. The primary purpose of the Amazon Algorithm is to help their clients with product searching. The algorithm ranks companies with their products making it easier for the customer to locate what she/he wants. Meaning algorithm is the crucial factor that determines which products will be displayed to the customers on the product page. Recently the number of valuables used to rank a product has profoundly changed from the product reviews to the keyword used (Buckland, 2018), which are some of the solutions they are putting into practice to eliminate Black Hat SEO practices in Amazon. Directed to a platform that works under the forces of demand and supply ("The Ultimate Guide to Amazon SEOA," 2018).
The algorithm puts into consideration the keywords, content, seller metrics, feedback, reviews, order defect rates, FBA, and back-end search terms. These are the factors that determine where a product will be ranked on Amazon. Amazon A9 is the name of the algorithm being used by Amazon. According to (Friedlander, 2017) A9 ranks products based on; the sales performance history, the text match relevance ( the title which then extends to the description and product copy), price ( where the best and most friendly price wins the day), availability of stock ( the more the , the higher the ranking of the product will be compared to its competitors who have limited stock). Other indirect factors that affect the ranking of a product include fulfillment method, reviews, images, premium content, advertising, and promotions ("The Ultimate Guide to Amazon SEOA," 2018).
Apparently, the new updates on the algorithm focus more on the consumer's behavior than anything else. Meaning if more people than the other products buy a product, then many buyers will like it making it stand out among the other products. Hence, the weight is put on relevancy more than sales, which are driven by the internal ad system popularly known as the Amazon PPC. 
Factors affecting keyword rank in the algorithm
Seller authority- this is mainly affected by how long and how often is the seller active on Amazon, the feedback ratings, performance metrics, and the number of products in the catalog. The better and higher these factors are then the higher the product will be ranked. Impressions- how often is the product seen on the Amazon website, affiliate, and partner sites. The more the product is viewed, then the higher the product will be ranked. Sales internal- these are the products that are frequently bought without necessarily being searched. An example is the "frequently bought with" products. They also get highly ranked more than their rival products.
PPC Sales- standing for pay per click, a marketing model used only on the internet where advertisers pay for every click. A method used to increase the number of visits to a site rather than earn those visits organically. This used to be a factor in the rating of the keyword, but it is no longer a major determining factor, although the algorithm still considers it. Click through rate- how many times is your product being clicked when the customer or the buyer is seeing the search results. A reason why sellers are advised on placing a good and appealing photo to the eyes of the buyer. Offsite sales- before the algorithm was updated; this was the main force that determined the keyword rank. Currently, the off-site traffic is three times more effective than the Amazon. PPC Conversion rate- this is the ratio at which a client searches or views for a product and buys it. The higher the conversion rate of a product, the higher the ranking of that particular product. Sales history- the history of a product on its sells is a strong factor on how the product ranks organically on Amazon. Organic sales- organic sales are when buyers buy a product without any advertisements, marketing, or promotions. This includes searching and buying directly without having to be convinced by any advert or promotions. The more a product is purchased organically, the higher it will be ranked, even if the competing product has more sales which were propelled by adverts and marketing.
How the Algorithm works.
· for each item in the product catalog, I1 
· for each customer C who purchased I1 
· for each item I2 purchased by customer C
· record that a customer purchased I1 and I2 
· for each item I2 
Then it computes the similarity between I1 and I2 (Perkin, 2018). 
Where to change in the Amazon Algorithms
Algorithms are used in different fields and are popularly known as artificial intelligence. In some companies, they are used to personalize ads for different products or tag someone in a Facebook photo. Others want algorithms to be applied when determining if a person should be taken to jail or released on bail.
If I hacked the Amazon database and platform, I would change the algorithm but treat it as prescribed drugs or medical devices. This way, the algorithm that I would create would be safer, more effective, and even more ethical. Viewing and treating algorithms as drugs would help me realize the similarities between them; this way, I would be conscious. Some of the similarities include;
Affect lives- just like drugs algorithms can change and transform lives. They usually make recommendations on Amazon on which products the client should buy.
A good example is books; maybe the client had intended to buy a particular book which would have transformed his life entirely, but because of trusting the algorithms and buying what was recommended then the transformation is delayed. Performs differently on different populations- just as drugs work differently on diverse populations, so is the algorithms, because of what is called the "algorithmic bias." For example, Amazon’s AI-driven recruiting platform had a systematic bias against female-oriented words in resumes (Coravos & Chen, 2019). This has led to researchers crafting strategies which will detect and reduce the algorithmic bias. Some of the outlets like Propublica have been investing their time in investigating the problematic algorithms while some of the computer scientists are creating conferences and research centers to handle the same issue.
They can have side effects- the same way drugs treat one condition but have impact on the other so are the algorithms. An example is that in the war for attention, the machine-learning algorithms of the website might have learned how to optimize for anger and fear which will increase the time spent on the website (Coravos & Chen, 2019). The anger and fear may have some side effects on the population spending time on the website, such as unwelcomed behavior change. 
Building better algorithms
I would have rebuilt the algorithms based on the following principles;
Handling adverse events- Amazon lacks a robust public reporting tool which should be managing adverse algorithm outcomes. This would be one of the areas I would rectify once I hacked. Creating a public reporting tool such as Facebook's Cambridge Analytica crisis. Where the public database will be created for common use cases only. Knowing how the product works- the Amazon machine learning algorithms are usually difficult to interpret because of the "black box effect" (Coravos & Chen, 2019). I would also address this so that it could be clear how the input is converted into outputs which would also make it easier to understand the potential risks if the system by any chance would have malfunctioned. Understanding who the product is for- I will design an algorithm which will define the characteristics of the population that is intended for. As the algorithm will and usually performs differently on populations that it was not intended for. The algorithm should document and specify the population and the cases that it will apply to. This makes sure that the different risks and rewards that the target population was to experience have been studied. Creating standards and governance for algorithms- it would be the high time not only for Amazon but also for other companies as well to have a good algorithm practice. These would ensure that there is fairness among the sellers, and the buyers strictly get what works best for them. Through these different principles, Amazon would have developed safe and effective algorithms in their high stake settings.
Data Changes
Once I hack into their data base, I would not change any of the data that are being collected but I would add to what was being collected. The following includes the parts that I would add to data collection; social media accounts, bank accounts status, level of education, marital status, nationality and their iTunes play list that is if they have one.
Social media- accessing the buyer’s social media will help Amazon with so much information that would be very helpful in finding exactly what they want and what they deserve. First their lifestyle and everything that they love including noticing what their friends are into. This kind of information will very much help in tailoring out what exactly they should buy. Bank accounts status- I would hack into all the buyers’ accounts and set an algorithm that would always hack into a new buyers account to check their financial status. This way, when he/she is searching for a product Amazon will suggest the most suitable product that is pocket friendly to this particular buyer. The level education- there are so many things you can tell from the educational background of an individual to almost predicting his/her character. Through this information the algorithm will be able to predict precisely what the client is into, from books to movies. Marital status- it quite clear that a married man and a bachelor have totally different priorities and tastes, from books to the clothes they love. Meaning married men may love things that are family inclusive and books that may save their marriages. In general this kind of information will contribute to the accuracy of the algorithm or the artificial intelligence. ITunes playlist- I believe this is one of the craziest information that I would hack and access from the buyers. Psychologists say you can tell a lot from the kind of music a person listens to. All this information that I would be getting from the buyer will generally increase to the Amazons artificial intelligence, meaning more accurate predictions for the buyer, and as we all know a happy buyer brings their friend which lead to financial success of Amazon.
Implications
There would be different implications after the hack, both positive and negative. First after the hack things would have changed for the better especially financially for Amazon. As the buyers will be getting what they want and what they love or what fits them. Hence there would be more income for Amazon which means probably salary increase for the workers. Secondly, if the information would leak and the buyers came to know that their accounts had been hacked both social and bank then they would have boycotted Amazon (unintended consequence). Meaning financial crisis for the company and loss of jobs, which would then be followed by so many law suits costing Amazon a lot of money. These are the main implications that would be caused by the hack. The minor implications include; motivation to the upcoming hackers, flourishing of the Amazon competitors once the information is leaked and general mistrust of such companies by the public.
Workers and Technology
This kind of a hack would mean a lot to the workers and technology in general. As I have indicated both positive and negative effects of the hack, if the information will not be leaked then the workers would have a lot to gain from this; in contrast if the information leaked they would suffer the most as it would lead to loss of jobs (unintended consequence). As for the technology; the changes made in the algorithm would lead to a better and beautiful world that would rely and put more trust in technology, which means more speed and efficiency. Secondly, more security measures would be applied to prevent such an action in future. Cyber security companies would leap more from this; as all companies financial, real estates, beverages etc would make sure they don’t face the same fate as Amazon. Finally there would be more advancements in technology as many cyber companies would invest their resources in research to keep up with the hackers.
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